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WFO 65-5284

Special Agents of the FBI on |

" nogz.ti,gely identified the individual known |
wln h. &1

od I o
| | Syecial Agents of tne FDL observed |
n

B he & Soame b7D
(3] .A:E'ber approsinately one ho

bove restaurant, enteracl his 19 3, ge convertible
'bea.ring D:i. aand drove
Tter approximately one

8 resiceule in the above car

with and after stopping tca_w%e t
departament store proceeded to visi a.ti |

The apartment door contained ‘tThe name

The “Diplomatic List"” published by the United
States Depariment of State for August, 1956, reflects that
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WFO 65-5284
ADMINISTRATIVE DATA

The %deniiiies_ﬁf the Special Agents who identified b1
(8) | ag tities of the Special bE
(B Agents obgserving activity on on 8/29 and b7C
9/12/56 st can be found in WFO File 105-18543 sSub B. b7D
INFORMANTS
Agent File Number
Identity to whom where
of Source Furnished Located
T=1:
SA MALTOL: 55~-5284
P. CARR and Serial 2502 radas b
b7C

(8] Iﬁ__—| SA MALCOLY 65-5284 1
P, CARR and Serials 2512 " e
r_s,leI and 2524 =

iS? _Wme“__—-—‘j
—tede
SA l 105-18545 ié
l | b7C
Tolie b7D :

Careful congideration hnas heen given to each
source concealed and T symbols werg utilized im the report
puly in those instances where the identities of the sources

must be concealed.
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WFD 65-5284
LEADS

ATLANTSA, BALTIHNORE, CHICAGO, NEEW YORK, AND LOS ANGELES
REVISIONS (DIFQUMATION)

A copy of ipsiant report is beiag furnished to
. riew of thelr interest in
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e OPTIONAL FORM NO. 10 e B EE L3 |

1
MAY 1962 EDITION -
GSA FPMR 141 CFR) 101-11.6

ALL INFORMATION CONTAINED
UNTEEL: SEATES G.ERNWNT HEREIN IS UNCLASSIFIED
MemOTdﬂdum DATE 12-29-2011 BY 60322/UC/LRP/PLJI/ETG
W DIRECTOR, FBI (105-19581) DATE: 10/14/68 -
‘. .: % . _-*
" FrROM : [,7,) SAC, SAN FRANCISCO (105-7780)(RUC)  §
J;-f)’ %
) {." 2 =2 . o
SUBJECT: “TECHNICAL SURVEILLANCE 3 E
COUNTER-MEASURES COMMITTEE h‘é'z;
LIATSON MATTER &
00: BUREAU &
D““ i a4
il S
Enclosed for the Bureau are six (6) copies of an < g

\ LHM dated and captioned as above.

i
\ o
/. San Francisco indices contain no-i i that L b6
JiE : : S ' o
c ( } p7C
RLAND.
e
The attached is being furnished for information.
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UNITED STATES DEPARTMCE

FEDERAL BUREAU OF INVESTIGATION
San Francisco, California

In Reply, Please Refer to
FitauT¥o: October 14, 1968

TECHNICAL SURVEILLANCE
COUNTER-MEASURES COMMITTEE

l j Fargo G?mna.nm_u.ﬁ.z_ﬁant Street,
San Frapcisco, California, on advised that

he isAn receipt of an air mail letter dated| I

SWITZERLAND., The writer requested _ |J

t‘he letter was typewritten and in English and signed
/

Mr.gl further advised that he does not intend
to acknowledge this communication.

ALL INFORMATION CONTAINELD
HEREIN I5 UNCLA33IIFIED
DATE 12-29-2011 BY 60322/UC/LRF/PLJ/ETG
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This document contains neither recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned to
your agency; it and its contents are not to be distributed

outside your agency.
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OPTIONAL FORM NO. 10
MAY 1962 EDITION

= GSA FPMR {4| CFR) 1018 1.6

ALL INFORMATION CONTAINED
UNITED STATES GOV.\IMENT HEREIN IS UNCLASSIFIED

DATE 12-29-2011 BY 60322/UC/LRP/PLJ/ETG
Memorandum

TO DIRECTOR, FBI (105-19581) DATE: 11/20/68

FROM SAC, SAN FRANCISCO (105-7780)(RUC)

Dy
by
L"'I‘.F'..CHI*IIClﬂxL SURVEILLANCE

COUNTER-MEASURES COMMITTEE
LIATSON MATTER

00: Bureau

SUBJECT:

Enclosed for the Bureau are six copies of an LHHM
dated and captioned as above.

San Francisco indices contain no information that
could be determined to be identical with ANSTALT b7C
/7 FUER HANDELS UND INDUSTRIE UNTERNEHMUNGEN, /5lb Maloja,

/54» Switzerland.

S

The attached is being furnished for information.
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UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

Eﬁ?ﬁ”f%“ER¢”” San Francisco, California

November 20, 1968

TECHNICAL SURVEILLANCE
COUNTER-MEASURES COMMITTEE

il b6
| | Fargo Company, 1162 Bryant Street, s
San Francisco, California, on November 18, 1968, advised that

he is~in receipt of a letter dated| from

| [ Switzerland.

The letter, ty?amniIIen_and_in_Enzlish__relaied_IhT
writer was interested in

| further advised that he does not intend
to acknowledge this communication.

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 12-29-2011 BY 60322/UC/LRP/PLJIJETG

This document contains neither recommendations nor conclusions of
the FBI. It is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside

your agency. . J'!/é’;*ﬁl
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) o ALL INFORMATION CONTAINED
pofhdpueryehinonsh s "'.“' HEREIN IS UNCLASSIFIED

GSA. EPMR (41 CFR) 101118
DATE 02-10-2011 BY 60322/UC/LRP/PLJ/ETG
Qt‘r ED STATES GOVERNMENT

Memomndum

T0 DIRECTOR, FBI (105-19581) ~ DATE:  3/12/69
. ATTN: LIAISON SECTION :

FROM fs SAC, SAN FRANCISCO (105-7780)
SUBJECT: VEILLANCE

_ﬂQQHNIER,MEAﬁﬁﬁﬂﬁ_SOMMITTEE
LIAISON MATTER

i  00:BUREAU

Re San Francisco letter and LHM dated 1/23/69.

Enclosed for the Bureau are six copies of an LHM
dated and captioned as above.

San Francisco indices contain po_information that

could be determined to be identical with Consulting

Engineer, Consulate GCeneral of Israel, 1l East 70th Street,

New York, New Yorkj Govern-
Bhabha Atomlc Research Centre, Bombay, Indias
The United Traders, Manufac] -

tives, P.0. Box 4695, Beirut, Lebanon, and
""CIA", Industrial Security, Counterintelligence Agency
lelted, Security Consujtants, 131 High Street, Teddington,
‘Middlesex, England.

(

The attach %sg being furnished for information.

> Bureau (Encls. QQ.CRM)
1l - San Franeisco
JTK/ emp
(3)
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ALl INFORMATION CONTATMED
CHEREIN 15 UNCLASSIFIED
DATE 02-09-2011 BY EDSZEEUCELRPEPLJEETG

~Fyane 1sco. Cal;foinx
March 12,*1959

1 A_TBCHNICA VURVEILLANCE.
””~iCOUNTER-MEASURES C@MMITT,

7A8tree

A letter dated{'

(l) [;::
-—]Eleqtronlcs D;vzglen, Bhabha

-as prov;dxng an . 1ntegratedi'
T capabxllty...Further, “that
- f-“deszgned to be-used: by duly:authorized: securltY offlcers and
*-géare °°mp1ete with 1nstruct10ns en hOWT- _ ui

: Th;érdecument contaxns neithensﬁ ( 3
‘of the:FBI., "It is.the property: of the,EBI and 1‘ibaned to your LWy
;agency,mlt and 1ts contentsware not to be-dl- : : :
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o HEREIN IS UNCLASSIFIED EXCEPT AUTHORITY DERIVED FROM:
WHERE SHOWN OTHERWISE FEI AUTOMATIC DECLASSIFICATION GUIDE
’ M EXEMPTION CODE 2Z5X(1l)
| - DATE 02-09-2011
[ .
f
Mr. Bayse 5/8/86
b6
] b7C
TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS/
LEGAL ATTACHE (LEGATS) OFFICES BERN, BONN, LONDON,
() - PARTS -AND-ROME/TRIPREPORT - I&]
()

PURPOSE: To-report on the TSCM inspections of Legal Attache

Offices Bern, Bonn, London, Paris—and Rome. -{&]

SYNOPSIS: TSCM inspections were conducted of Legal Attache
Offices Bern, Switzerland; Bonn, Germany; London,
England; Paris, France and Rome, Italy. All TSCM inspections
consisted of physical and electronic searches, radio frequency
checks and physical and technical examinations of all telephones
and telephone lines. No evidence of any eavesdropping was noted
during these inspections, however, several discrepancies were

------- notedin-Liegat-offices Paris—and-Romes| the Paris b1

I.Lsga.t_ofiuth.a.ﬁ_aJ_Qmmn_viall with the adjoining bulldingl;l
: cleaning personnel are unescorted in

the Legat Office space, and the office needs venetian blinds
and/or draperies. Rome analyst support employee should be
advised that the telephone lines may be monitored by the host
country and that sensitive subjects or personal comments
criticizing local government personnel should be avoided. The
Bonn and Rome Legat Offices should be provided with AT & T Merlin
electronic telephone systems with the Key Service Unit installed

~in-of fice space controlled by the respective Legat offices

Enclosures (3)

- Mr, Clarke (Information only)
- Mr. Geer Mr Jonnson

I 1
1 ‘ 1l -

rAtLgnLngﬁ Liaison Unit 1+ m
l — o

Attention: Mr. Wells {i)-
1l - Mr. Monroe
1
1

Attention: Mr. Stoops
- Mr. Bayse
- Mr. Evans
Attention: Mr. Wade clz

ie
ify 2
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Memorandum from' |t0 Mr. Bayse
Re: TECHNICAL SURVEILLANCE ..../TRIP REPORT

1 RECOMMENDATIONS: 1. That Operations Management Section,

[ Telecommunications Unit, provide an AT & T

‘ Merlin system model 820, with seven PEC 9400 0792 telephone
sets and one model Z7305H02B telephone set for each Bonn and

| L Jmemesenmmess Rome-Legat Offices

2. That a threat assessment, both physical and
technical, be conducted at the Paris and Rome Legat Offices by
expert personnel in both disciplines in order that inadequacies

(U} ———mentioned. be. corrected-at-the-earliest-time-possible. K]

3. That all cleaning personnel be escorted while in
in— —————————————— the Paris-TLegat O0ffice space. J&J

Z. That venetian blinds and/or draperies be installed
(U?””Eﬁ“thé“Pariswﬁegatwﬁffice. --------- QEQ

5. That a closed circuit television be installed at
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Memorandum from to Mr. Bayse

..Re:. . TECHNICAL SURVEILLANCE . .«+/TRIP-REPORT (]

that have been approved by the Intelligence Community for use
in sensitive areas. These telephone units have been given a

1. PEC 9400 - 078 5 button

2. PEC 9400 -~ 079 10 button

3. PEC 9400 - 080 34 button (Has no lights on
the last 20 buttons)

However, it is recommended that one Merlin telephone
model Z7305H02B, 34 button unit with lights on all buttons, be
modified as the PEC 9400 - 080 and used in order that support
personnel can determine when Agent personnel are on one of the
telephone extensions or the outside telephone line. This
telephone unit would have to be modified by AT & T in order to
meet the technical security requirements.set by the Intelligence

Communit dditional dﬁfalls on this can be obtained from
SSA| o SR e 3
e BHIE Referral/Direct

London No dlscrepancies or evidence of eavesdropping

Engineering Section personnel installed an AT & T
Merlin 820 telephone system that had been provided by the
Telecommunications Unit. This system replaced rotary dlal%,

..Western. Electric 830 -telephones. - J&] . .

Referral/Direct

Paris: During the TSCM inspection at the Paris Legat
Office space several discrepancies were noted and they are as

..follows s (&}

1. The Paris Legat Office is located on| ] b7E
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([} ~--Rer - TECHNICAL ~SURVEILLANCE =
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to Mr. Bayse

—../TRIP REPORT (%] bl
bé
b7C

Memorandum from

builc_'iinqI |

(&)

The orrice has an on—line KW/

crypto system with a mechanical model 28 teletype. This teletype
system is so loud when printing that it may be possible to pick
up acoustical sounds from the adjoining building. (0ffice layout

2. The cleaning personnel (French nationals) have full
access to all areas of the office space with the exception of the
vault area, They are not escorted by either Legat Office or
U.~S: Marine-personnel.- {&] '

3. The office space does not have draperies or
venetian blinds, therefore, most office space is exposed to full
view from adjoining apartments and other offices. Althoug%6a11
windows have awnings, most of these awnings do not work B7C
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Memorandum from to Mr. Bayse bg
Re: "TECHNICAL SURVEILLANCE ...:/TRIPREPORT (&) i

4. The entrance to the Legat Office is controlled by a
switch located on each desk, however, Legat Office personnel do
not have means of knowing the identity of any person wanting
access to the office space. Although this may be true of most
other Legat Offices, the Paris Legat Office is located outside of
the U.S. Embassy and it should have a closed circuit television
so that office personnel can observe people wanting access to the
Legat-Office. (&) .

Rome: During the TSCM inspection of the Rome Legat

"""""""""" Office space; the following discrepancies were noted: (&

1. The Key Serv1ce Unit for the multi-line telephones
ed in t side of e office

>< /b?E

..................................... e ‘ 25
3. WwWhile conducting the TSCM inspection, SSA

overheard the Legat Office support analyst employee in TEIepnor b6

conversatio uantico personnel discussing a case which was ¢

investigate During the conversation, the k7D

support employee made negative rem

the
investigation was conducted by the SSAtfi;fff;:g
advised the support employee that such remarks shou no e made
of host country personnel as the telephone calls may-be monitored.

onse was very negatlve and stated that they
had to be put in-their place for-their-ineptness.—[X]

In addition, the same support employee brought to
the Legat Office a set of small Russian wooden dolls that were
given to him by a Soviet "friend." These dolls were checked
for ctronic devices and the check was negative. Since
SSAI does not know the relationship between the support
employee and his "Russian friend" from the Russian Embassy or

Mission in Rome, the support employee was advised that caution
should be taken with gifts from his friend, especially if the

_gifts are brought to. the. Legat-Offices—
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Memorandum from
Re:

oot — @
i b6 . )

to Mr. Bayse
TECHNICAL SURVEILLANCE ..../TRIP REPORT

Above information was brought to the attention of
Assistant Legat | | since during this time the
Legat Office was under inspection and the Legal Attache was
out-of -town-with-the-Inspector+ '

In view of the limited office space in the
U. S. Embassy, Rome, and the possibility that attempts are
being made to relocate the Legat Office, no recommendations are
being made at this time and is being left to the discretion of
the Intelligence Division. If Recommendation Number 2 is
approved, selected personnel to make the physical and technical

threat assessments will make the necessary recommendations.

Referral/Direct

1t should be noted that several complaints were
voiced by most Legat personnel concerning the teletype systems,
lack of any word processing equipment and the lack of secure
telephone systems. They were advised to express their
concerns to the Technical Services Division, Operations

--Management -Section-
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